MEJATOT'AM OB HH®OPMAIITMOHHOM BE3OITACHOCTH

Korna peus 3axoaut 00 nHPOpMaMOHHOH 0€30MaCHOCTH, 0OBIYHO MBI HAYMHAEM JyMaTh O KOMITBIOTEpaX, CETAX,
WHTEepHETE U Xakepax. Ho s oOpa3oBarenbHON cpeibl MpoOieMa CTOUT IIUPE: B OTPAXKICHUH YIaIerocst OT
nH(pOpMAITUH, KOTOpask MOXKET HETaTUBHO MOBJIUATH Ha €r0 (JOPMUPOBAHUE H PA3BUTHE, TO €CTh O MPOTIATaH]Ie
pa3IM4YHON HAIPaBJIECHHOCTH.

[onsaTne HHpOpMAUOHHOH 0e30MaCHOCTH

Ilox HH(bOpMaIlHOHHOﬁ 0€30IMaCHOCTRIO TOHUMAETCS 3allUIICHHOCTD HH(I)OpMaHHOHHOfI CHCTCMBI OT cnyqaﬁHoro
WK MPEAHAMEPECHHOI'O BMCHIATCIILCTBA, HAHOCAIIETO yHleG BiIaaciabuaM HWIH IIOJIb30BATCIIAM I/IH(i)OpMaHI/II/I.

Ha mpakTrke Ba)KHEHITUMU SBIISIOTCS TP acleKTa HHPOPMAITMOHHOM 0€301TacHOCTH:
e  JIOCTYITHOCTBH (BO3MOYKHOCTH 32 pa3yMHOE BpeMsI MOITydUTh TpebyemMyro HHGOPMAITHOHHYIO YCIIYTY);
e  IEJOCTHOCTH (aKTyaJbHOCTh M HEPOTHBOPEUUBOCTH HH(POPMALINH, €€ 3aLIUIICHHOCTh OT pa3pylIeHHUs
1 HECAaHKIIMOHMPOBAHHOT'O M3MCHEHHS);
e  KOH(PHUACHIMAIHLHOCTH (3aIUTa OT HECAHKITMOHHPOBAHHOTO TIPOUYTCHIS ).

Hapymenns noctymHoCTH, ETOCTHOCTH ¥ KOH(DHIEHIIMAIFHOCTH HH()OPMAIIK MOTYT OBITH BBI3BAHBI PA3TMIHBIMHU
OITaCHBIMH BO3JHCTBAAMHU Ha HH()OPMAITMOHHBIE KOMIIBIOTEPHBIE CHCTEMBI.
OcHoBHBIE YIPo3bl HH(POPMAIHOHHOI 0€30IACHOCTH

CoBpeMeHHast THPOPMAIIMOHHAS CUCTEMA MIPEJICTABISET COOON CIIOKHYIO CHCTEMY, COCTOSIITYIO M3 OOJBIIIOTO YHCia
KOMITOHEHTOB Pa3INYHON CTETIEHH aBTOHOMHOCTH, KOTOPBIE CBSI3aHBI MEXKITy cO00i 1 0OMEHUBAIOTCS TaHHBIMH.
[IpakTHyeckn Kaxaplii KOMITOHEHT MOXET ITOIBEPTHYTHCS BHEIITHEMY BO3/ICHCTBHUIO WIIH BEIUTH U3 CTPOSL.
KoMIOHEHThI aBTOMAaTH3UPOBAHHOM MH(OPMAITMOHHON CUCTEMbI MOYXKHO Pa30OUTh Ha CIICIYFOIINUE TPYIIIIb:
Annapammnvie cpedcmea. IT0 KOMIIBIOTEPHI M X COCTaBHbIE YacTH (TIPOIIECCOPbI, MOHUTOPHI, TEPMUHAIIBI,
nepudepuitHple YCTPOICTBAa — MPUHTEPHI, KOHTPOJUIEPHI, KaOeH, TMHUA CBS3H U T.11.);

Ilpozpammuoe obecneuenue. ITo MPUOOPETCHHBIC TPOTPAMMBI, HCXOJIHbIC, O0BEKTHBIC, 3arPY304HbIC MOIYJIU;
oTeparioHHbIE CUCTEMBI U CUCTEMHBIE TPOrpaMMBbl (KOMITMIISTOPHI, KOMIIOHOBIIMKH U Jp.), YTUIHUTHI,
JTUArHOCTHYECKUE MTPOTPAMMBI U T.1I.;

/lannble, XpaHUMBIE BPEMEHHO U TIOCTOSIHHO, Ha IUCKaXx, (pIdIIKax, meyaTHble, apXUBbI, CACTEMHBIC )KYPHAIIBI U T.1T.;
Ilepconan. Ilonp30BaTenu, CHCTEMHBIE IMUHUCTPATOPHI, IPOTPAMMUCTHI U JIp.

OmnacHble BO3CHCTBUS HA KOMIIBIOTEPHYIO HH)OPMALMOHHYIO CUCTEMY MOXHO MOAPA3AeINTh HA CIIydaliHbIe U
npeaHaMepeHHble. AHAIN3 ONbITa NPOSKTUPOBAHMS, HU3TOTOBICHHS U SKCIUTyaTallMi HH(POPMAIIMOHHBIX CUCTEM
MOKAa3bIBAET, YTO UH(OPMAIHS NOJABEPraeTCs Pa3INUHbIM CIydaliHBIM BO3JIEHCTBUSIM Ha BCEX dTarax LUKIA )KU3HU
cucreMbl. [IprunHaMu ci1y4aifHbIX BO3ICHCTBHI TIPU SKCILTyaTallid MOTYT OBITh:

e  aBapUHBIC CUTYaIlUU U3-32 CTUXUNHBIX OCICTBUIA U OTKITIOYCHUH 3JIEKTPOITUTAHMS,

e  OTKa3bl U cOOM ammapaTypsl;

e OHIMOKH B MPOrPpaMMHOM 0OeCTIeUeHHN;

e OmIMOKY B pabOTe MepcoHana;

e TIOMEXH B JIMHMSIX CBSI3U U3-3a BO3ICHCTBUI BHEIIHEN CPENBI.

IpeanaMepeHHbie BO3JCHCTBHS — 3TO II€JICHANPABICHHbBIE ICHCTBUS HApyIIUTeNs. B kadecTBe HAPYIIUTENS] MOTYT
BBICTYIIATh CIYyXalllUi, IOCETUTEb, KOHKYPEHT, HaeMHHK. [IeHCTBUS HApYIIUTENSE MOTYT OBITh 00YCIOBIICHBI
pPa3HbIMH MOTHBAMH:

e  HEJOBOJILCTBOM CIY)KAIIEro CBOCH Kaphepoii;

e  B3STKOM;

e  JIFOOOTBITCTBOM;

e  KOHKYpPEHTHOW 0OpbOOH;

e  CTPEMJICHHEM CaMOYTBEPIUTHCS JIFO00H IEHOH.

MO’KHO COCTaBUTh THIIOTCTUYCCKYIO MOAECJIb ITOTCHIIUAJIBHOTO HAPYIINUTEIIA:
e  kBanmU(UKAIUSI HAPYIIUTENS Ha YPOBHE pa3paboTUnKa JaHHOW CUCTEMBI;
° HapymuTeJIeM MOXET OBITH KaK IMOCTOPOHHEEC JINIIO, TaK U 3aKOHHBIN IT0JIL30BATEND CHCTCMBI,
e  HapYIIUTEJIO N3BECTHA MHGOPMALHS O IPUHIUIIAX PAOOTHI CUCTEMBI;
e  HapyIIUTENb BHIOMpaeT Hanbosee ciaboe 3BEHO B 3allUTe.

Haubonee pacrpocTpaHeHHBIM 1 MHOTOOOPa3HBIM BHJIOM KOMITBIOTEPHBIX HAPYIICHUH SBISIETCS
HECaHKIIMOHWPOBAHHBINA AOCTYI. HecaHKIIMOHMPOBAHHBIHN TOCTYH UCIIONB3YET JFO0YI0O OMNOKY B CUCTEME 3aIUTHI U
BO3MOXEH IPY HEPALMOHAIEHOM BBIOOPE CPE/ICTB 3aLUThI, UX HEKOPPEKTHOH yCTaHOBKE M HACTPOMKE.



[TpoBeneM KmaccHU(pUKAIMIO KAaHAIOB HECAHKIIMOHUPOBAHHOTO JI0CTYIIA, TI0 KOTOPHIM MOYKHO OCYIIIECTBHTh
XHIICHNE, N3MEHEHNE UM YHUUTOKEHHE NH(POPMAIHH:
Yepes uenoseka:
e  XWIIEHHE HOCHTEIeH HHpOpMaNny;
e YTeHHEe MHPOPMAINH C SKpPaHa WIN KIaBHATYPBI;
e yTeHHE HH(OpPMALUU U3 paclievyaTKH.
Yepes npozpammy:
e  TIepexBar MapoJiei;
e nemu¢poBKa 3aUPpoBaHHON HH(OpMALINY;
e  KONMUpOBaHHE HH(OPMALKUU C HOCUTETIS.

Yepes annapamypy:
e TOAKIIOYEHHUE CIENHATBHO Pa3paboTaHHBIX allapaTHBIX CPEACTB, 00ECIEUUBAIOIINX JOCTYII K
nHpOpMaLUH;

e TIepexBaT MOOOYHBIX AIEKTPOMATHUTHBIX M3NYICHUH OT ammaparypsl, TUHUHA CBA3H, CETeH
ANEKTPOTUTAHUS H T.J.

Oco00 cieyeT 0CTaHOBUTHCS Ha YIpo3aX, KOTOPBIM MOTYT MOABEPraThCs KOMITbIOTEpHBIC ceTH. OCHOBHAS
O0COOCHHOCTD JIFO00! KOMITEIOTEPHOMN CETH COCTOMT B TOM, UTO €€ KOMIIOHEHTHI pacrpeieiieHbl B IPOCTPAHCTBE.
CBsI3b MEX/Y Y3J71aMHU CETH OCYIIECTBIISCTCS (PU3NIECKH C TTIOMOIIBIO CETEBBIX JIMHUIA U MPOrPAMMHO C TIOMOIIIBIO
MexaHu3Ma coodnienuii. [Ipu 3ToM yrpapisroiue cOOOMICHUS 1 JAHHBIC, IEPEChlIaeMbIC MEXTY Y3JIaMH CETH,
MepeIaloTCs B BUJIC TakeTOB 0OMeHa. KOMITbIOTEpHBIE CETH XapaKTepHBI TEM, YTO MPOTUB HUX MPEIITPUHUMAIOT TaK
Ha3bIBACMBIC YAJICHHBIC aTaKH. Hap}/H_II/ITeHI) MOXET HAXOJUTHCA 3a ThICAYU KMJIOMCTPOB OT aTaKyEeMOIo O6’beKTa,
MPU 3TOM HAIMAJICHHUIO0 MOXET TOABEPraThCs HE TOIHKO KOHKPETHBIH KOMITBIOTED, HO U HH(OpMAIIHS, TIepeIaroiasicst
110 CETCBLIM KaHaJiaM CBA3U.

Oobecneuenne uHPpOpMALMOHHON 0e30MACHOCTH

dopmMupoBanue pexuma HHPOPMALMOHHON 0€30MacHOCTH — pobieMa KOMIUIEKCHast. Mepsl 110 €€ PeIeHHI0 MOKHO
MOJPa3eIUTh Ha MATh YPOBHEH:
1. 3akonooamenwvnwiii . 310 3aKOHBI, HOPMATHBHBIE aKThl, CTAHAAPTHI U T.II.

HopmartusHo-nipaBoBas 6a3a onpeensomas mopsaoK 3ainuTel HHGOpMAaInu:
2. Mopanvno-3muueckuii. BceBO3MOXHBIE HOPMBI IOBEICHUS, HECOOIIOIGHUE KOTOPHIX BEJIET K MaICHHIO
MPECTHKa KOHKPETHOTO YeJIOBEKA WM LeJIONW OpraHu3alim.
3. AOmunucmpamuenwii. JIefictBus o01Iero xapakrepa, IpeAlpUHIMaeMble PyKOBOJICTBOM OpraHu3anuy. TakuMu
OOKYMCHTaMU MOT'YT OBITE:
e MpHKa3 pyKOBOJIUTENS O Ha3HAUYCHHU OTBETCTBEHHOTO 3a o0ecredeHne nHPOPMaUOHHON
0€3011aCHOCTH;
e  JIOJDKHOCTHBIE 00SI3aHHOCTH OTBETCTBEHHOTO 32 oOecrieueHre NHPOpMaIIMOHHOH 0€30MacHOCTH;
e IepeueHb 3alIUIIAEMBIX HHPOPMAITMOHHBIX PECYPCOB 1 0a3 TaHHBIX;
*  HMHCTPYKIIHIO, ONPEICIISIONIYI0 NOPSIOK MPpefoCcTaBIeHU HHPOPMALIM CTOPOHHUM OPraHU3aLUsIM I10
UX 3aIpocaM, a TaKKe IO MpaBaM JA0CTYNa K Hel COTPYIHUKOB OPTaHU3alHU.
4. @u3suueckuit. Mexanuieckue, JEKTPO- U AIEKTPOHHO-MEXaHUYECKHUE MPETSTCTBUS Ha BOBMOYKHBIX MyTAX
MPOHUKHOBEHHMS OTEHIMAIBHBIX HAPyIIUTEICH.
5. Annapammno-npozpammuolii (37EKTPOHHBIE YCTPONHCTBA U CIIELHAJIbHbBIE IPOrPaMMBbl 3aIIUTH HH()OpMALIUH).

[TpuHsTEIE MEPHI 110 CO3/IaHMIO0 OE30TTACHON HHPOPMAIIIOHHOMN CUCTEMBI B IIIKOJIE:
e (OOecrieyeHa 3amUTa KOMITLIOTEPOB OT BHEITHUX HECAHKIIMOHUPOBAHHBIX BO3JICHCTBUIMA
(KOMITBIOTEpHBIE BUPYCHI, JJOrHYeckre O0OMOBI, aTaKH XaKepoB U T. JI.)
e YCTaHOBIJIEH CTPOTUI KOHTPOJIb 3a JIEKTPOHHOM MOYTOH, 00ecTieueH MOCTOSHHBIA KOHTPOJIb 32
BXOJIAILIEH U UCXOASAIIEN KOPPECTTOHACHIIUEHN.
e  YCTaHOBJIEHBI COOTBETCTBYIOIINE MAPOIU Ha nepcoHanbHbIe [1K.
e lcnonb30BaHbl KOHTEHT-GUIBTPHL, IS QUIBTPALMH CAUTOB MO UX COACPKUMOMY.

Ennnast COBOKYIHOCTB BCEX 3THX MEp, HalpaBJICHHBIX Ha POTUBOJICHCTBUE yrpo3aM 0€30MacCHOCTH C LIENbIO
CBEJICHHSI K MUHIMYMY BO3MOXHOCTH yliep0a, 00pa3yIoT CUCTEMY 3allUThI.

CrientnanycTel, UMEIOIIYE OTHOIIEHHNE K CHCTEME 3aIlUTHI TOJDKHBI MTOTHOCTHIO NIPECTABIIATE CE0€ MPUHITHITHI €€
(YHKITMOHUPOBAHUS U B CIIy4ae BOSHUKHOBEHHS 3aTPYJHUTEIBHBIX CUTYyallni aleKBaTHO Ha HUX pearupoBath. [lon
3aIUTON JOJDKHA HAXOJUTHCS BCA cucTeMa 00paboTku HHGOpMaLuy.

J'Inua, 3aHUMAarImuccs obecrneueHuEM HH(i)OpMaLIHOHHOI)'I 663OHaCHOCTI/I, JAOJIZKHBI HECTHU JIMYHYIO OTBECTCTBCHHOCTD.

HapnexHas cuctema 3aluThl 10JDKHA OBITH TIOJIHOCTBIO MMPOTECTUPOBAHA M COTIACOBaHA. 3allluTa CTAHOBUTCS OoJiee
3¢ PEKTHBHOM U TUOKOH, €ClTi OHa JIOMYyCKaeT N3MEHEHNE CBOMX ITapaMeTPOB CO CTOPOHBI 3 IMHHUCTPATOPA.



B 3akitoueHue cBOEro 10kj1aa X0TelI0Ch Obl 1aTh HEKOTOPhIE PEKOMEHIALIMH 110 OpraHU3aluy paboThI B
WHPOPMALMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ceOsl M CBOMX ONM3KHUX OT HHTEPHET-IIPECTYTHUKOB.
Pexomenganuu nmo opranusanum padorsl B HHGOPMAIITOHHOM NPOCTPAHCTBE

1. Ilepen HauaoM pabOTHI HEOOXOAUMO YETKO CHOPMYIUPOBATH LIE€JIb M BOIIPOC MOMCKA HHPOPMALIHH.

2. XenarenpHO BRIpabOTATh ONITUMATBHBIN aNTOPUTM MTOMCKA HHPOpMaruH B ceTn HTepHET, YTO 3HAYUTEITHHO
COKpAaTHUT BpEMS M CHJIBI, 3aTPAYCHHBIE Ha TIOUCK.

3. 3apaHee ycTaHOBUTH BpeMEHHBIH TUMHUT (2-3 yaca) paboThl B MHOOPMAIIMOHHOM MPOCTPAHCTBE (IIPOCMOTP
Tenenepeaayn, ureHue, IHTepHer).

4. Bo BpeMs paboThl HEOOXOAMMO JeNaTh nepephiB Ha 5-10 MUHYT A7 CHATHS (PU3NUECKOTO HAPSHKEHUS U
3pUTENBHON HAarpy3Ku.

5. HeoOxoammo 3HaTh 3-4 yrpayKHEHUS TSl CHATHUS 3PUTEIBHOTO HAMPSHKEHUS U PU3UIECKON YCTAIOCTH.
6. PaboTaTh B XOpOIIIO IPOBETPEHHOM TIOMEIIICHHH, IPH ONITUMAJIbHOM OCBEIICHUH U B YA0OHOM T03e.

7. He cTouT IErKOMBICTICHHO 00paIaThCs O CraM-TTMChbMaMH1 1 3aX0IUTh Ha HeOe30ImacHbIe BeO-caThl. J{ims
WHTEPHET-TIPECTYITHUKOB BBl CTAHOBUTECH JIETKOM MOOBIIEH.

8. Ilpu peructpanuu B conManbHBIX CETSIX, HE YKa3bIBaiiTe CBOM NEPCOHANIbHBIE JaHHbBIE, HAIIPUMED: apec WIN JEeHb
POXKIECHHUS.

9. He ucnionp3yiiTe B JOTHHE WM MapoJie EPCOHATbHBIE JaHHBIE.

10. Bee 310 103BOISIET HHTEPHET-NPECTYITHUKAM TIOJIyYUTh JAHHBIE IOCTYIA K aKKAyHTaM 3JICKTPOHHOW MOYTHL, a
Takxe nHpuuuposaTh gomamrHue I1K 11 BkimroueHust ux B 60T-CeTh WIN A7l MOXUILEHNUS OaHKOBCKUX TaHHBIX
poautenen.

11. Co3zpgaiite coOCTBEHHBIH MPO(UIb HA KOMIIBIOTEPE, YTOOBI 00€30MacuTh HHPOPMAIHIO, XPAHALIYIOCS Ha HEM.

12. He 3a0sbiBaiiTe, 4To (hakThl, O KOTOPBIX BHI y3HaeTe B IHTepHETE, HYKHO OYE€HBb XOPOLIO MPOBEPHUTH, €CIIN
BEIOy/IeTE UCTIONIL30BATh MX B CBOCH JoManiHel padote. Llerecoobpa3zHo cpaBHUTH TPH UCTOUYHUKA HH(POpPMALIUH,
MIPEKIE YEM PEIINATh, KAKUM UCTOYHUKAM MOYKHO JJOBEPSTh.

13. O mocroBepHOCTH MH(POPMAIINH, TOMEIIEHHON HA CaiiTe MOYXXHO CYIUTH 110 CAMOMY CaiTy, y3HaB 00 aBTOpax
caifra.

14. Pa3memnas ungopmariuio o cede, CBOuX OJIM3KUX U 3HAKOMBIX Ha CTPAHMIIAX COILMATIBLHBIX CETEH, CIIPOCUTE
MPEIBAPUTEIILHO Pa3pelIeHUe Y TeX, 0 KOM OyeT 3Ta HHpOopMaIysl.

15. He cnenyer pa3memaTs Ha CTpaHuIlax BeO-caiiToB cBou (hoTorpacduu u pororpadun cBOUX OIU3KUX U
3HaKOMBIX, 32 KOTOPBIE BaM IOTOM MOYET OBITh CTBIIHO.

16. CobnronaiiTe npaBuiia 3TUKH 1pH 001IeHNH B IHTEpHETE: TPyOOCTh MIPOBOLUPYET APYTHUX HAa TAKOE XKe
MOBEJICHHE.

17. Ucnonb3ys B cBoeii paboTe MaTepHal, B3AThI U3 HH)OPMAIIMOHHOTO UCTOYHHUKA (KHUTA, IEPUOTUIECKas Me4aTh,
WnTtepuer), ciienyer yka3ath 3TOT HCTOUYHUK HH(OPMAIIMH WIH C/IENaTh Ha HETO CCBUIKY, €CITM MaTepuall ObLT BAMU
nepepaboTaH.



